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Overview 
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• What is Deep Learning? 

• Old Neural Nets vs. New Neural Nets 

• Deep Learning – Why Does It Work? 

• Outstanding Issues in Deep Learning Solutions 

• What Do You Do When Deep Learning Doesn’t Work? 
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inputs  

Deep Learning – Advanced Neural Networks 

Biometrics HITech 2019 / XV BIC Brazilian Identification Conf. 3 

inputs 
from 
other 

neurons 

outputs 
to other 
neurons 

Vector processing 
(GPUs) 

X 

Processing unit 
(electrochemical information 

transmission) 

outputs  

Processing unit 
(digital information 

transmission) 

Inspired by human biology 



©Terry Riopka - Aware, Inc. - 2019 

Traditional Neural Nets 
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Example: Number Recognition 
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Traditional Neural Nets 
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Traditional Neural Nets 
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Traditional Neural Nets 
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Traditional Neural Nets 
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Traditional Neural Nets 

Biometrics HITech 2019 / XV BIC Brazilian Identification Conf. 9 

9 
28 

28 

28x28 = 784 
Input Pixel 

Values 

Example: Number Recognition 

0 

0 

0 

0 

0 

0 

0 

0 

0 

1 

Train for 
this output 

ETC. 



©Terry Riopka - Aware, Inc. - 2019 

Traditional Neural Nets 

Biometrics HITech 2019 / XV BIC Brazilian Identification Conf. 10 

9 
28 

28 

28x28 = 784 
Input Pixel 

Values 

Example: Number Recognition 

0 

0 

0 

0 

0 

0 

0 

0 

0 

1 

Train for 
this output 

ETC. 

Number of adjustable (trainable) parameters: 784 x 15  + 15 x 10 =   11,910 



©Terry Riopka - Aware, Inc. - 2019 

Traditional Neural Nets 
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From Traditional Neural Nets to Deep Learning 
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From Traditional Neural Nets to Deep Learning – Why Now? 
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• Fast, cheap, and efficient vector processing hardware (GPUs)
 - top-of-the-line CPU: 114 GFLOPS vs. 9000 GFLOPS per GPU!!  

1. Advanced Hardware 

3. Advanced Theory 

• Internet / Public Databases / Availability of Labeled Data 

2. More Data 

• new activation functions for faster training and 
deeper nets 

• neurons at every level no longer need to be fully connected 
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Deep Learning – Why does it work? 
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Sophisticated non-linear mapping function 

Efficient algorithm to enable machines to learn from examples 

• hierarchical learning from low level features to high level features 

• feature discovery! 
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What Do You Do When Deep Learning Doesn’t Work? 

Biometrics HITech 2019 / XV BIC Brazilian Identification Conf. 15 

? 
Red and green 
apples look the 

same to a colorblind 
person 

Reason for 
the error? 

color 

X 

• human feature deficiencies easy to diagnose and to correct 
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What Do You Do When Deep Learning Doesn’t Work? 
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• some combination of weights in the 35 million weight network 
resulted in a wrong “conclusion”   

Reason for the error? 

• “black box” characteristic - adds a level of security to liveness in biometrics 

makes it difficult for potential spoofers to learn from 
their mistakes 

Real Person (live) ? 

Picture/Video 
(spoof) ? 

OR 

What if the neural net makes a mistake? 
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What Do You Do When Deep Learning Doesn’t Work? 
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include failed data in a new training set, then retrain 

• need to insure network generalization NOT 
memorization! 

use the image to identify the type of data lacking 
in the network training, then collect or create new 
data for training 

• data must be consistent, unambiguous 

• use deep learning tools to look into the 
“black box” and identify missing data type 

Revisit training data – insure network is learning what 
you want it to learn 
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Deep Learning Compromises 

Biometrics HITech 2019 / XV BIC Brazilian Identification Conf. 18 

Algorithm 
power/complexity 

Processing 
time 

Hardware 
resources 

accuracy 

flexibility 

Need for 
quality 
control 

cost Maintenance 
(e.g. GPUs, servers) 

throughput 

Response 
time 

SaS (Software as a Service) 

• eases hardware maintenance 

• enables more powerful 
algorithms than on-device 

• upgrades are invisible to user 
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Deep Learning Case Study: Liveness 
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Data driven solutions demand careful design and scrutiny of testing methodologies 

• Multiple devices (e.g. more than one single cell phone!) 

• Operationally relevant scenarios 

(e.g. if operational maximum is 3-5 enrollments before lockout, 
testing scenario should define failures relative to that that criterion) 

• Multiple individuals (e.g. thousands vs. 3 to insure statistical validity of 
the conclusions) 

• Diversity of test data 

o Diverse spoofs  

o Diverse test environments 

NIST: has provided excellent support in matching – need something analogous for liveness 
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Data, Data and More Data 
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Good, close working relationship between customers and 
developers can accelerate development of robust solutions! 

• can incorporate quality analysis to reduce algorithm requirements  

• need smart combination of data diversity and quality control 

Quality and character of data must correlate well with operational scenarios 
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