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Overview

 What is Deep Learning?

* Old Neural Nets vs. New Neural Nets
* Deep Learning — Why Does It Work?

* What Do You Do When Deep Learning Doesn’t Work?

e Qutstanding Issues in Deep Learning Solutions

Biometrics HITech 2019 / XV BIC Brazilian Identification Conf.




Deep Learning — Advanced Neural Networks

Inspired by human biology
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Traditional Neural Nets

Example: Number Recognition

hidden layer
(n =15 neurons )]

output layer
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Traditional Neural Nets

processing unit

input weighted sum activation output

function

N

hidden layer
(n = 15 neurons)

output layer

Matrix times vector:
inner product interpretation
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Traditional Neural Nets

Example: Number Recognition
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Traditional Neural Nets

Example: Number Recognition

28x28 =784 hidder

(n = 15 neurons)

Input Pixel Train for
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Traditional Neural Nets

Example: Number Recognition

layer
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(n = 15 neurons)

Input Pixel Train for
Values supe e this output

)
<+ 00 >

R T R I N R G
0000 0000000000000 000000 00000 weiz—>(Q) 0 1
0 0000000000 O0O0DO0O0OOO0000O0 00000 t
© 00000000000 0000000000000000 s3>0
6 0600 000000000006 00000000000 st Q)
HHHHIID P D UG L e s 0 2
0 0 0 0 D 0 0 O 30 35 94 154170253253 253 253 253 225 172253 242195 64 0 0 O O
0 0 0 0 0 0 O 40 238263253253263253 253253263251 93 82 82 56 3 0 0 0 O O w6
0 0 0 0 0 0 0 182192532532563253253198162247241 0 0 0 0 0 0 0 O 0 O oxe 7> 0 3
0 0 0 0 0 0 0 O 8 15610725325320511 0 43154 0 0 0 0 0 0 0 0 0 O :
snis>()
0 0 0 0 0 00 O D 141142539 00 000000000000 § —
© 000 0 0 0 00 0 012 0 000000000000 waio—>()
© 0000 00 00 00 11027 00 00000000000 w0 0 4
0 000 0 0 00O O 0 0 3241251601081 0 0 0 0 0 0 0 0 0O : =
oxel 11> () —
0 000 00000 O 0 0 0 8202532631192 0 0 0 00 0 0 00 ;
0 0 00 00O OO0 0 0 0 O 0 4518625325315027 0 0 0 0 0 0 0 O ol 12— 1 5
© 0000000000 OO0 OO 1 95222510 00000 00 pet 130
0 0000000 D000 0000 0 0249253296400 00000
sy
28x28 0 0 00000 OO0 O 0 O O O 46130183253253207 2 0 0 0 0 0 0 0O O 8
784 pixels 00 00 000 00 0 0 0 39148220253253253250182 0 0 0 0 0 0 0 0O et 15> ]
0 0 0 0 0 0 0 0 0 0 2 116729253253263253201 78 0 0 0 0 0 0 0 0 0 pet 160
0 0 0 0 0 0 0 O 2366213253253253253198 81 2 0 0 0 0 0 0 0 0 0 ©
w17
0 0 0 0 0 0 1817121926325325325319580 9 0 0 0 0 0 0 0 0 0 0 0 O 7
0 0 0 0 55 172226259253253253244133 11 0 0 0 0 0 0 0 0 0 0 0 0 O O wel 18>
0 0 0 0 136253256326321213513216 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 O ”’”9_’0
0 0 0000000000000 000D0D0 000000 00 . 0 &
000000000 D00 0000000000000 0000 2
© 0000 000000000000000000600000 \wmsC 3

Biometrics HITech 2017 / XIV BIC Brazilian Identification Conf.




Traditional Neural Nets

Example: Number Recognition

28x28 =784 hidde

(n = 15 neurons)

Input Pixel Train for
Values supe e this output
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Traditional Neural Nets
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Example: Number Recognition

28x28 =784
Input Pixel
Values
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Train for
this output

784x15 + 15x10 = 11,910

Number of adjustable (trainable) parameters:
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Traditional Neural Nets

Example: Naive Face Recognition (1980s)

224>
224x224 =50,176 (n:hifodo%”,fiﬁféns)
Input Pixel Train for
Values contily .;_w,../chis output
- :: ¥ Ef 0
‘ ¢ Q
= 2 Subject ID:
192 oo - 1011000000
?{ ’ S 0
. a 0
3 e AN 0
4 \
Number of adjustable (trainable) parameters: 50,176 x 1000 + 1000x 10 = 50,186,000 !
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From Traditional Neural Nets to Deep Learning

Sophisticated Non-Linear Mapping Function !
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Number of adjustable (trainable) parameters: 50,176 x B + BxC + CxD + DxE = Il
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From Traditional Neural Nets to Deep Learning — Why Now?

1. Advanced Hardware

* Fast, cheap, and efficient vector processing hardware (GPUs)
- top-of-the-line CPU: 114 GFLOPS vs. 9000 GFLOPS per GPU!!

2. More Data
* Internet / Public Databases / Availability of Labeled Data

3. Advanced Theory LY i

input weighted sum

activation output
function

® new activation functions for faster training and

oy
o5 4
deeper nets L._

* neurons at every level no longer need to be fully connected
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Deep Learning — Why does it work?

# Efficient algorithm to enable machines to learn from examples

# Sophisticated non-linear mapping function

QrE AcE84
&-E( S ek

YERNSNA
T
tembho®

hierarchical learning from low level features to high level features
» feature discovery!
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What Do You Do When Deep Learning Doesn’t Work?

_ Reason for
the error?
Red and green —
apples look the color

same to a colorblind
person

* human feature deficiencies easy to diagnose and to correct
» “
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What Do You Do When Deep Learning Doesn’t Work?

/ Real Person (live) ?
\ 2L

Picture/Video

512' J 512 ) 512 U

( S p O Of) ? quﬁ” k‘_hji#;u RJlﬂhllil:v F _,HM ,un,,d,r
fz]

Face/ Non-Face Landmark points. Visibility Factor Roll, Pitch, Yaw Male/ Female

What if the neural net makes a mistake?
Reason for the error?

* some combination of weights in the 35 million weight network
resulted in a wrong “conclusion”

* “black box” characteristic - adds a level of security to liveness in biometrics

# makes it difficult for potential spoofers to learn from
their mistakes
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What Do You Do When Deep Learning Doesn’t Work?

What-If Tool demo - binary classifier for liveness detection

Datapoint editor Performance & Faimness Features

» include failed data in a new training set, then retrain

* need to insure network generalization NOT | |
@® Datapoints (O Partial dependence plots

memorlzatlon ! () Show nearest counterfactual datapoint. @ (1 Q L2

Show similarity to selected datapoint (i)

use the image to identify the type of data lacking el pepents Zand 160
in the network training, then collect or create new i
data for training
e use deep learning tools to look into the
“black box” and identify missing data type

» Revisit training data — insure network is learning what
you want it to learn

« data must be consistent, unambiguous

0.000275
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Deep Learning Compromises

accuracy

\ Response

flexibilit Algorith e
exibility gorithm
= power/compIeX|ty

throughput
Need for/
quality
control
Hardware
resources

SaS (Software as a Service)

* eases hardware maintenance / \

* enables more powerful cost Maintenance
algorithms than on-device (e.g. GPUs, servers)

e upgrades are invisible to user
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Deep Learning Case Study: Liveness

Data driven solutions demand careful design and scrutiny of testing methodologies
* Multiple devices (e.g. more than one single cell phone!)

* Multiple individuals (e.g. thousands vs. 3 to insure statistical validity of
the conclusions)

* Operationally relevant scenarios

(e.g. if operational maximum is 3-5 enrollments before lockout,
testing scenario should define failures relative to that that criterion)

* Diversity of test data

o Diverse spoofs

o Diverse test environments

NIST: has provided excellent support in matching — need something analogous for liveness
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Data, Data and More Data

» Quality and character of data must correlate well with operational scenarios
* need smart combination of data diversity and quality control

e canincorporate quality analysis to reduce algorithm requirements

’ t Good, close working relationship between customers and
developers can accelerate development of robust solutions!
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