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Overview

Liveness - Motivation
Definitions and Terminology

How Difficult is Detecting Liveness?

* Fingerprints
* |ris

* Face

* \Voice

Multimodal Liveness Detection and Fusion

k|
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Motivation

: (7_2/1 Biometrics:
3 Y \? # only method of authentication that truly
éﬁ ) links a user to their identity
. | e passwords, tokens can be lost, stolen
Esqueci minha senha, mas com or given to other individuals

certeza vocé me reconhece!

# Problem: private, but not truly secret!

e faces, irises onsocial media, pictures,
cameras

e voice recorded on phones

e fingerprints/DNA on everything we touch

e etc.
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Motivation

Typical Biometric Workflow:

Allow
Biometric Data Template Access
Collection Extraction/ » [ Decision
(Sensor) Generation
Enroll

Presentation Attack: Thief “presents” your stolen biometrics to the system

Solution 1:

Use a biometric that is very difficult or impossible to steal

 need new or proprietary hardware
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Motivation

Typical Biometric Workflow:

Allow
Biometric Data Template Access
Collection Extraction/ » [ Decision
(Sensor) Generation
Enroll

Presentation Attack: Thief “presents” your stolen biometrics to the system

Solution 2:

Insure that the biometric data is being captured from live user
at the point of acquisition

Allow
Biometric Data : Template Access
. Liveness _ ..
Collection _ Extraction/ Decision
Detection _
(Sensor) Generation
N attempts | Enroll
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Definitions and Terminology

Spoof

Imposter _
Detection

Detection
Vitality
\ Detection
- / depends on your
Authent.|C|ty4_ Liveness ;;) » point of view
Detection Detection and features you

)
l \ e are looking for

Fraud
Detection

Artefact

Detection
Anti-spoofing

Presentation Attack Detection : PAD
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Definitions and Terminology

simplest possible presentation attack » “Zero-effort” Imposter

Biometric world has been trying to solve these for decades!

Verification (1-1):
False Match
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Identification (1-to-many):

R YR

False Positive
Identification



Definitions and Terminology

* slowly developing consensus on terminology and metrics : ISO/IEC DIS 30107, FIDO
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False Match False Positive Ident. & Attack Presentation Error
Rate Rate Rate
(FMR) (FPIR) (APER)

Normal Presentation Error: real presentation is incorrectly determined to be spoof
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Definitions and Terminology

* slowly developing consensus on terminology and metrics : ISO/IEC DIS 30107, FIDO
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False Match False Positive Ident. = Attack Presentation Error
Rate Rate Rate
(FMR) (FPIR) (APER)

Normal Presentation Error: real presentation is incorrectly determined to be spoof

Attack Presentation Error: spoof presentation is incorrectly determined to be real
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Definitions and Terminology

* slowly developing consensus on terminology and metrics : ISO/IEC DIS 30107, FIDO
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False Match False Positive Ident. = Attack Presentation Error
Rate Rate Rate
(FMR) (FPIR) (APER)

Normal Presentation Error: real presentation is incorrectly determined to be spoof

Attack Presentation Error: spoof presentation is incorrectly determined to be real

Spoof False
FMR | FPIR + APER = SFAR| Acceptance
Zero-Effort Rate
Imposters
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Fingerprints: How Difficult Is PAD?

* many materials e algorithms limited by existing hardware
* Many sensors * high spoof detection error rates, but improving

Best solution:  hardware + software ?

(c) Celatin  (d) Wood glue

Liquid Latex PlayDoh Monster Liquid Wood Glue
Body Paint (Orange) Latex

Gelatin Crayola Model 2D Printed on 2D Printed on
Magic Transparency Matte Paper

(&) Sensor: Crassmateh, Type: alive (I Body Dow  (g) Latex (h) Woad glue

bl

e
||.|I".I'I" i

(i) Sensor: Ttakdata. Type: alive () EcoFlex (k) stodasit (1) Woaod glue
Ecoflex (Silicone) Ecoflex with Ecoflex with Ecoflex with Silver “Convolution Comparison Pattern: An Efficient Local Image Descriptor for Fingerprint
Nanotips Coating BarePaint Coating  Colloidal Ink Coating Liveness Detection”, Carsten Gottschlich (2016)
?

“Fingerprint Spoof Buster’, Tarang Chugh, Kai Cao, and Anil K. Jain (2017)
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Iris: How Difficult Is PAD?

Paper:

Real vs. Low-Res Paper Real vs. Hi-Res Paper

e can be used for targeted impersonation or fake identity

e readily detected due to global image artefacts
Cosmetic Lenses:
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No Lens Soft Lens Ciba Vision Cooper Vision Johnson&Johnson
e consistent matching is difficult - more often used to hide identity
e sensor-based (hardware) and feature-based (software) solutions
e cosmetic lenses detectable, prescription lenses less so
o effect of sensor interoperability and detection of previously unseen
cosmetic lenses still need more research
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Face: How Difficult Is PAD?

—_

Printer paper spoofs

Cell phone displayed images — ¢ image quality based approaches effective

Monitor displayed images

2D Masks * more difficult, but amenable to quality
based and other heuristic approaches
3D Masks e difficult — may eventually require new

hardware (e.g. NIR)
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Voice: How Difficult Is PAD?

Methods have improved dramatically:

Replay Attack ‘ Quality differences in recordings — can be learned

Artifacts are very specific and can be learned

Source

Speech Synthesis ‘ -~ Anainis\

. . :llt-trlof:fltcl:d' = TranSfon,nation introduced here!
Voice Conversion ‘ ' funcltlon
(Text to Speech — TTS) "

Synthesis

Target

e PAD necessary due to high availability of on-line tools for voice synthesis
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Multimodal PAD and Fusion

Most secure and user friendly:
e evidence-based PAD using multiple passive algorithms w/wo multiple biometrics

Fingerprint

Voice

Passive PAD Algorithms
+ Fusion
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Multimodal PAD and Fusion

Most secure and user friendly:

e evidence-based PAD using multiple passive algorithms w/wo multiple biometrics

Fingerprint Voice
Passive PAD Algorithms
+ Fusion

Al\
e > + T 4
' Challenge

Face Response

—— N F@T

Keystro ke

iace Analysis
Combination Active & Passive
PAD Algorithms
+ Fusion
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Multimodal PAD and Fusion

Most secure and user friendly:
e evidence-based PAD using multiple passive algorithms w/wo multiple biometrics

“ + 1 D -
T oy

Challenge

Voice Most Convenient:
F Face Response
ace
Voice Y
Keystroke Analysis (=
Behavior Analysis L\&g - +
T T T
Face L que
Analysis
Fingerprint Voice Combination Active & Passive
Passive PAD Algorithms PAD_I_'AI‘EI‘E;gt]th

+ Fusion
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Multimodal PAD and Fusion

Most secure and user friendly:
e evidence-based PAD using multiple passive algorithms w/wo multiple biometrics

e consistent scoring fusion for multiple biometrics using False Match Rate (FMR)

Example:
* more benefit from fusing independent biometrics
................ * more benefit from fusing less correlated algorithms
................... Voice
............ : # Single system threshold for matching based on FMR!
....................... Face
“Face+ Voice ..
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Multimodal PAD and Fusion

Most secure and user friendly:
e evidence-based PAD using multiple passive algorithms w/wo multiple biometrics

e consistent scoring fusion for multiple biometrics using False Match Rate (FMR)

e consistent scoring fusion for spoof algorithms based on Normal Presentation
Error Rate (NPER)

Example:
* more benefit from fusing independent biometrics

................ * more benefit from fusing less correlated algorithms

................... Voice

--------- # Single system threshold for matching based on FMR!

....................... Face |
........................... * benefit from fusing independent spoof algorithms

ré'CE-i..ygice ............. * spoof algorithms are highly uncorrelated

» Single system threshold for PAD based on NPER!
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